SYSTEM AND METHOD FOR INTERCEPTING 
PACKETS IN A PIPELINE NETWORK 
PROCESSOR 

Inventors: Leo (nmi) Temoshenko, et al.(Page 1 of 3) 
Express Mail No. EL759109713US 062891.0544 

1/3 

FIG. 1 

10 / IP \^12 

^ ^NETWORK j 



LINE CARD 



PACKET 
PROCESSING UNIT 



-20 
-24 



LINE CARD 



-22 



CABLE MODEM 



CPE 



CPE 



24 

TO/FROM ^ 
LINE CARD 



INTERFACE 



INTERFACE 



34- 
34- 



INTERFACE 



INTERFACE 



FIG. 2 



ROUTE 
PROCESSOR 



-30 



FORWARDING PROCESSOR 



1 2 



4 5 6 



36 












36 





















































M 


M 


M 


M 


U 


M 


M 


M 



38 



38 



-32 



40- 



42- 



44- 



46- 



48- 



FIG. 3 



PACKET RECEIVED 



SET INPUT 
INTERRUPT FLAG 



I 



PERFORM 
ROUTE LOOKUP 

1 



SET OUTPUT 
INTERRUPT FLAG 

I 



INPUT ACL 
PROCESSING 



SYSTEM AND METHOD FOR INTERCEPTING 
PACKETS IN A PIPELINE NETWORK 
PROCESSOR 

Inventors: Leo (nmi) Temoshenko, et al.(Page 2 of 3) 
_ Express Mail No. EL759109713US 062891.0544 



2/3 



UPSTREAM PORT CONFIGURATION 
COLUMN-0 OM_Fp_FEATURE_DATA 



VCC1 


IP ADDRESS 


FLAGS 


MC 


FIB 


0 


1,1,1,1 


INTERCEPT_0N 


2 


6 


1 


1,1,1,2 


INTERCEPT-OFF 


3 


1 


2 


2,2,2,1 


INTERCEPT ON 


7 


8 



FIG. 4 



52- 



56- 



60- 



50 



INPUT 
INTERCEPT 
^FLAGj^ 

NO 



INPUT QOS 
PROCESSING 

1 



OUTPUT ACL 
PROCESSING 



OUTPUT QOS 
PROCESSING 



JfES 



SOURCE MAC 
ADDRESS COMPARE 




DESTINATION MAC 
ADDRESS COMPARE 



V 
62 



DOWNSTREAM PORT CONFIGURATION 
COLUMN-1 COL_1_CICb_OUT 



VCC1 


PMAP 


MC_TTL 


FLAGS 


0 


1 


6 


INTERCEPL.ON 


1 


4 


9 


INTERCEPT-OFF 


2 


0 


3 


INTERCEPT_ON 



FIG. 5 



64- 



FORWARD PACKET 



PACKETS IN A PIPELINE NETWORK 
PROCESSOR 

Inventors: Leo (rami) Temoshenko, et al.(Page 3 of 3) 
Express Mail No. EL759109713US 062891.0544 



C0LUMN-2 
INTERCEPT INDEX TABLE 



3/3 



FIG. 6 



VCC1 


GROUP 


0 


0 


1 


0(A) 


2 


2 


o 

0 s 
o 



INTERCEPT OFF 
GROUP INDEX NOT USED 



COLUMN-2 
INTERCEPT MAC TABLE 



GROUP 


MAC ADDRESS 


0 


00 00 XX XX • • • 
00 00 XX XX • • • 
80 00 XX XX • • • 
80 00 XX XX • • • 


1 


00 00 XX XX • • • 
00 00 XX XX • • • 


2 


00 00 XX XX • • • 
00 00 XX XX • • • 
80 00 XX XX • • • 




80 

_S 

SET MAC-2 TO 

NEXT CONFIGURED 
INTERCEPT MAC 



RETURN TO INTERCEPT PROCESS 



FIG. 7 



